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B TR T EALEE AR AR B SR R R E E S R R R
R R AL - T REEBOR BN SR SR B - MU R T R T U TR R
i B L R AR [ 2R AR BT T3S - BYIB SR 99 i Z K IR ~ fRTH AR
sk SRR - o e JR(E R BN B B EGOUERET S BEHATR

SR R B St Y S R - ME ] DO IR R (E R B N 5 R
(FERGREG SRR BT A hat ST R AL B St B e L B BT
AT B AT R R My ST B R R R BRI IO 2 S bACER - EESUEIAE
PEHIE R ERH - HIVRERGESEEAFIRER EAVEREER - FAE
el B AR EIR -
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il
W
il

KIFE0 T AL SRS ¢ "o AP ateiE B KRR ESEEFCGE
HIRZEIRER 5 9 H 28 Hi& gL BRI R RHVE R T - &R ek
ERA A LENRREER © 9 HR—2/ 2T NH NG mE Rz
e 1 o BEIIA WTO RIVEE—4F » R AER " (ReEE S ERITEIE, -
B ENRERE AT E - BERIAILIRE Z RN 10 HpAIZRE TS
TEREEIEREDL - IEAh - A RITER DL N BRI/ MR EZ IS RS+ - fiE
AR MP3 581 Napster MP3 N EE(:

Ryfal DLRTEA LB R0 B RV RE TR 5 H B B B2 B s A
g ? EZEFEELERILE (Analog) ERIEBLELf (Digital) BB RMEENAESE -
LB RHE RN ~ S5 Bl i S8R — IR R 1 o' BB R IR &}
HE > ERESTER  FrESERSE R RN URT - Kt ERE R mERE
P BUBL A © AHEZHY > BT EDRHN MP3 Audio ~ JPEG Images ~ CDs B2 DVDs 55
HE—EHSE S B8 » M HERFEER T NEREA R E EAER
FERER T - ERREEA RIS RE B BRI PR - Ri% - BFEEE
RHEA B AR AEE R (40 Hollywood BEFZ B AR A (T DVD) > ‘Bt
e HBE A EBHEL o f(KIE USA Today A 2000 4F 1 HY—RIDHEHEUR » (RE#
firZ &l (Digital Audio) ZFE M EHZHIIRE 2 85 (8358 - 5550 » MRIESEE RIAA
LHARRHE - N E R ZEMERENGE > ERBEINER S — TR0 25 (535
LHVTELS: - BYMEDE A. Eskicioglu, “Protecting IP in Digital Multimedia Networks, ”
IEEE Computer, July 2003 » %13 1 FiiR » R RE(RERT R » BB H i
el EREE R IR - BB A A NS EM AR SR URENEE -

F  ERRNEEMERRIUITSR . B S IRKGET

2002 estimated US trade losses due to copyright piracy in 56 countries.

Industry Estimated losses (in billions)
Motion pictures $1,322.3

Music 2,142.3

Business software 3,539.0
Entertainment software 1,690.0

Books 514.5

Total 9,208.1
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Ui EEREEHEREEE (WEERYb - BEREYE - B4
FIEYIEE) I > A EHEARES S  tLAESHALH Image - Audio B Video
SHEMAN > (FREENFTHRIERR - A > et B a2 A S BV EER
SHUERE - AN B B R SR AR AR RS - SRR T R
(RELRLK -

FE L HPNERERAER H A% - B BERRER B ey
BRI » S EALE - B AEHEHIRU (Distribution ) tEZLIEERH A S -
FEMEENE  EHMERVER (Copy) WARZ/ LIRS - Eal5E
B RIZHE (Unauthorized ) (s FHVARENL  HIL - (REEEIHABANE ZEE
WMERER —THZI N BERHERE - BRI RE T R E IR AR E L
NMEEAME S OREE R ANE - tEUER - WIRERERE A E R A - A
[t - 335 S EE R OReE T A TRR B B E g > H—BIRAREM
SEL (2 S R SR ERE R - SRR R IE LI K - FZ;
1E B EORHE B 2 FH BBy —IEE T > EIART B E 90 - IR e
EEEFIRMEEETR - H iS4 CmR R -

Ui > S HEOR B S EE RS AT - AR B R ERSCY) - SO
A AELABHS N AT S S AR AR S S5 P & P E R E B A Y
R > WA AR EREAVIDRE - AREARAT M DU S BEK 281
FEBURHHIE IR T » EEEAURCPREE A - AL T HERRSHIFTRE - (Rt
PRSI YA R TR - BRI e BB 7 /K BN S (U M AR e I ' R B

1 1. J. Cox, M. L. Miller, and J. A. Bloom, Digital Watermarking, ISBN 1-55860-714-5. Morgan Kaufmann,
2002. ; E. Becker, W. Buhse, D. Gunnewig, and N. Rump, Digital Rights Management, ISBM 3-540-40465-
1, Springer-Verlag, LNCS 2770, 2003. ; M. Barni and F. Bartolini, Watermarking System Engineering, ISBN
0-8247-4806-9, Marcel Dekker Inc., 2004. ; Chun-Shien Lu, Multimedia Security: Steganography and
Digital Watermarking Techniques for Protection of Intellectual Property, ISBN 1-59140-275-1, Idea Group
Publishing, 2004. ; B. Furht and D. Kirovski, Multimedia Security Handbook, ISBN 0-8493-2773-3, CRC
Press, 2005. ; K.J.R. Liu, W. Trappe, Z.J. Wang, M. Wu, and H. Zhao: Multimedia Fingerprinting Forensics
for Traitor Tracing, EURASIP Book Series on Signal Processing and Communications, Hindawi Publishing Co.,
ISBN 9775945186, 2005. ; 5REZ » (BUUEFANSSRE) - (RIZA) »5E 1081 > 2002F 127 -
H240
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il
W
il

ﬁiﬂﬂﬁ?ﬂ@ﬁ%ﬂ’ﬂégﬁi B 90 AR HAELE » s RS ETE R

o AR R ek L5/ K B RE Al 3 2 e Ry A 22 B 5438 7> Digimare (http://
www.digimarc.com/) i NMHFEE L HE SBHB B & -

RN REL 91 R T Bl M B R ARG E L 0 HATT A 28 e B
fir > BLFEE SR EE - B iAgERE ~ BUIZRE S YRR ~ BN E AR YR - B
B EEE - =Y - BILGERE - GBSO - 68AEEg HTBUT
FiT S P 725 B P 25 BB L 2 o L B 1 (LS R S B AL - 3 ELA 4
BE B FE AR T 5038 - DME#EAS ~ g ~BBlr ~ (5 ~ OB & T HIAV R -
KRB CHISCINE - Hp 8 E L gEiss R 097 B E SRS - 4tk
BB - LR ITESEI G AFRERHERL I REYE - MZBTR
UG R824 (Digital Image ) EGZENFRGLLE RS 215 (Printed Image ) J7
PG SR o S BRSO R B RO A B R A LR o fERAK - B A
BEGBEEEHET  EREMEIREE S - HEA BB R BIVEAL26FH BE
B AEsE S o RIERIRFESULERE - BOB AR - RS - e L AR
HEAVHHY -
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BEER ORE LIS Ry £ > WIS (Plaintext) i —fIZ L (Encryption
Function ) £ L (Ciphertext) o HNESCEEL [ H# {725 (Digital Image )
SEIHER (Digital Video) TME ) BBl [ ¥IEiZER (Digital Audio) [ )
RLES > R A RHE SRR AT M (Confidentiality) © [E] 1 Fy—#{irs2 G000
WHIE 2 HIRE - FAE ISR R 2 2 EAREATAEIEES > AT HE
PR R R IREAIEA R TERREIEEREN BRI (F
FEZERNEE) - — BB ERHE ERUCE T - & ABICE A B iR
PSR Ry B SRR Ry SRR - LR - R iR R RHE A F 2 B ] (R - RIIE
I ERE IR RN (EEERE - & B — A T B 2 B B I e I s
HZ eV EA FZEUEAORIE B - AR / SR i H T B 2 e iR
T 2 W4T * fEAE 1990 (P HAEE T 4= -

(a) JFIE (b) fIE
1 Bl G A At 2 SR

B RSP By A 2% /KEN (Visible Watermark) > Ry T fr et S fir 24
BB A —ERE Z S SRR E - B KEZ B HE fReE Rl
FREFIR AT EIF/KED (Invisible Watermark ) 5T Z (FHECRTE T/ T 8
i /KENEs i 4 (Digital Watermarking ) = {1775 7K E[1J2— 8 B ity FH DAAE B
S R Y (R L O R R T R o /K ED R AT B S R A B i R

2 [EJAGE
3 W.-J Zeng and S.-M Lei, “Efficient Frequency Domain Selective Scrambling of Digital Video,” IEEE Trans. on
Multimedia, Vol. 5, No. 1, pp. 118-128, March 2003.
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(Embedded Information or Watermark ) Zl[#RFEEF} (Cover Data) JERKEHRIT
JKENERL (Watermarked Wata ) © FE TR ZRRAEERESIF{FEIE Watermarked Data
AU /K ENE R FERE ERAVEE S - — (8RS KENR o 2aE (FIRF) FEELT
rfE (ATYREdR=H) -

[l

N }E_Eﬁ‘@ (Fidelify) : %Ej][[/\ﬂ’\]é@]{lfﬂ (Watermark) ZHEVE _F (Percepfuqlly)

EARE (Invisible) BXFERF] (Inaudible)) » JRE[14E)EE 2 (Imperceptible )
P B SRS

» EEE (Robustness) * i K kit B /RHYIF/KEN TR REFR ST ST E UL BZ T (or

Attacks ) DAMERFHINARE - 80 B/ EH AR E R TR ERH -

* Bz (Blind Detection) : FrafHy R aaBORHR AT REMR AL A 7 4E > A H.

D5 R AT I 3 B TSRS e -

2k (Security) t BIEHIENARYFKENHIRE AR A TS

BRATIARYZZKED ©

+ JEBLEIE (Snambiguousness) B ETEREA E SEASAYRTRE - JNR(IE—TEERY

BIERHAE

HH LA 26RE A K ENRia P8R BRI RIT - AIRIIRRGT BT LS

BRI - RS HREE SOt - BB - UNEE S - s
HHEERBL )\ JH R (Human Perception) 5% o I Al 2 bl 1 B BRI A
REER 22 A 5= - [ 2 RoRF KEIARE R Z 25 - BN
PN @ 3 ORISR G () ZHEf] IS G B EH Stirmark® F

4 F. Petitcolas, R. J. Anderson, and M. G. Kuhn, “Attacks on Copyright Marking Systems,” Proc. Int. Workshop
on Information Hiding, LNCS 1575, pp. 219-239, 1998. ; Stirmark benchmark Retrieved May 3, 2012,

from http://www.petitcolas.net/fabien/watermarking /stirmark
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FEL > ERBEEEFKEEMGREINE—EIEE A A2 - BB HE
AR BRE WA Z 2 KED - FELAEE St (U s AT By

(o) FREa5A4 (b) IRAFKENZZE (o) (a) 8 (b) RZ7ER
2 T i PKENR AR E 2 (15E) %

(a) 5[ (b) L)+ FCR (e) hei

(e) FR&RMEEIHA (£) &l

(d) EFEtbrE
B3 (o) BIFIEZE - (b) ~ (f) BEEFZ
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EAR b MR KEIRi R — s R R (B s~ B F ok -
ANFEIE - EIESE) A IRENV B RS T DU R (IR AR - [ AL
HAVET » R E RS (Data Hiding ) ARSI - HH&H]HH R0 BRIERK -
53 B2 T K EN R A BE /K EREER « AR » BRI AL 25 Ry B A 2 1 4 /K BN
% A\ B /K EIHERY -

TEFKENER APSE, » 7R /KEIEET o LU — AR ~ Freafrss - —BGiE -
R E o R ARDER] BB ROIAIZEE BN GG EE (Pixel
Valve ) ~ BEZRAERRI A EE (Transformed Coefficient) ° DL[E 4 Ff3l »
Rt KENR NBUse g R B itk / SR EEALTT » SE/KEEHEARTE =
— & W AR AE EORHMBUF /K ENHEEL / 00 (R ERE - PR fI R e E R AR Z
AR o BB AR RE A R RHEU T K BRI / 00 (_RapTt 2 S A
D e

RIBZ G 7 2 IR - FrR B KEIRM s E R Rt &/ AT A
A o SR R B e e A S LU/ E

— ~ Z{FHELRE (Copyright Protection) %= 75 B2 ) R F /K EII Al -

= BERPYA BRI (Content Authentication and Tampering Defection )
BEWE CF) B9 sk

=~ W EIBHE (Traitor Tracing) 75 B EP L8 (Collusion Attack ) 27 8§
ATFE4ESTlT ( Digital Fingerprinting )



VU ~ 38 %5 2 (Steganography ) © 15 5 % i & &R sl L~ 7] & & 1 (Statistical
Imperceptibility ) 7 EfHE iRl -

FrUL_E B i BN R AT A1 T e S PG 2 R B HOE R
My EfE
Ti ~ ARG (Multimedia Hash) IS FR (ERHREHUALEES -
7N~ BB EdS T (Digital Forensics)  * 575 BA1 B S5 (g AVE Z (2L

FELLUTEEE - BAPIR o3 Al o LA Fr e e B e - SEAR S I
Eoy =Rl sl v
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Robust Watermarking
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WU FRECREEPT RSB B AU /K EIEL T (Robust Watermarking) » 58§14
(Robustness ) FY1E 5 /5y & MUBEHE A & . #0F/KEIE KL (Watermarked Data )
BUES (B RTREREER HEGE ) - B RHME T RE LRI A & i &K i bl
B (GRS A RS T AR e R BLEEFER]) - EREOERER (50
R (Attack) ) BVERHACHEOEKEIERICARTAE > FI R A 2 %K
ENE B AR AR Y ( DAGHSREAGR ST BB T & ) RIERMIRR I E 07 KENERHA

RETRPIE - HUR e SRR -

SEPIELE /K ENRE TR Al v e SR B 1 - SRR L DIRe: - SR HEES
F EiIEks o BT K ENRE T B 9T 4 & i AT S 7Y NEC /4 5] Cox A °
A 1997 4Bl Podilchuk and Zeng® /> 1998 fEHE AT /5 0E « FEE | » Cox H AHY
Jii% > %4 Fy Spread Spectrum Watermarking » T 25 7 B fir 35 7K B[ il ifF 52 Y 242
T RIS DIHITERA - hee B2 s ELE L - fZEM S » Spread
Spectrum Watermarking & FH {& 4 DCT ( Discrete Cosine Transform ) {&E0E %7K EN
SR 5 TSR E R 2 R KENECHIES  RIFEHHATEE R ARG UL
TKENER ARHFE R » HUHFKED o By T 155 AR /K BT AT R T 07 /K EN R
5Kl (Watermarked Image ) 2 58 » JNHITRG € BB Fraft i@ % 1% (Fidelity ) >
Podilchuk and Zeng #E—#E A A EH AT (Human Visual Model ) 7 23 H
soAG AT AR K BT AL NG FR itk AR /KEIZ RE & - HA% > B #/KENRL
TS - WIFTEEE MR - REIRA LR -

1E 1999 4 » MR —0F IR /KEIRE oA B I BT Ry R (4 - 3t —
{EFT YK ED RS » MEDEKEN S H A AERCE A&+ - EEE0FE
—(EFKENBE B S REE B 5 BRI A R KED - B

51. J. Cox, J. Kilian, F. T. Leighton, and T. Shamoon, “Secure spread spectrum watermarking for multimedia,”
IEEE Trans. Image Processing, vol. 6, pp. 1673-1687, 1997.

6 C. I. Podilchuk and W. Zeng, “Image-adaptive watermarking using visual models,” IEEE J. Select. Areas
Commun., vol. 16, pp. 525-539, 1998.

7 A. B. Watson, G. Y. Yang, J. A. Solomon, and J. Villasenor, “Visibility of Wavelet Quantization Noise” , IEEE
Trans. Image Processing, Vol. 6, pp. 1164-1175, 1997.
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— BRI YR AL IR K TR 2 By - T2 AT F o/ KENRR B A R E
AHEB BAREREETEME - BREE—{E BB EHS FEE R KA
s Fefasa ks T HRIERUEKED ) 5ole ° - RS th R - B -
EANIS R EA] - AHY 2004 FIEASEIR S IAIMESLERE - MRHY 2006 4 > T
(B = (E S E R B S BT RN - °

(a) 1F blurring attack [N 27 (= HI%E5 5 (b) 1F sharpening attack |~ 27 {545 5
5 HREEAE AT KE L5 2 EH " — W KSR S A G o R

FFKED » BAF A —(EE S H S — (AR 5 4

B € 1990 Bl 4A - IF/KENRMT (E T E s & 1R [E 2 A &R B (a
Images ~ Audios * Videos ~ Graphics ) o B2 » TR 481 T K EIR AT - #i
il (Video) FIHFs—FHIRFHAESE (Video Frame) ZF & (Image) Z4HRK -
HE 0 AR RS (Video Compression) ZEtiEAHRBHRZEE - Hh &y DAI— 1 IEAE Ry
B 2R pE I - A& 6 AR 0 93 fy | frame ~ P frame ~ B B frame > H.H1 | frame #%
R AT - ALUERERYE )7 A T o P BB frames DU/ VERIEREE - H
TERRHERSE S | frame » LS EAE 5E -

8 C.-S Ly, S.-K. Huang, C.-J. Sze, and H.-Y. Mark Liao, “Cocktail Watermarking for Digital Image
Protection,” IEEE Trans. on Multimedia, Vol. 2, No. 4, pp. 209-224, 2000.

9 C.-S. Lu, S.-W. Sun, C.-Y. Hsu, and P.-C. Chang, “Media Hash-dependent Image Watermarking Resilient
Against Both Geometric Attacks and Estimation Attacks Based on False Positive-Oriented Detection,” IEEE
Trans. on Multimedia, Vol. 8, No. 4, pp. 668-685, 2006.

10 A. B. Watson, G. Y. Yang, J. A. Solomon, and J. Villasenor, “Visibility of Wavelet Quantization Noise” ,
IEEE Trans. Image Processing, Vol. 6, pp. 1164-1175, 1997.
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T

6 fHEHH 2 Group of Picture (GOP) 45

FEB A AT /KA L BT -

- SEEIVERTE | RFEAERT S IRE B A e - SR i e R -

© RIFHEMIBE ST © AR B A i e BB HS (Real-Time Decoding ) #2K
S AN /K EN I SR R 5E B @

- fLTTREVHERF © TR KETIR A 3R B 4R R SRR B R AL TR (Bit
Rate) - DATRARTE IR ER4ECR -

- SRS BAY IS - AU KEI Il B R AT R B R B — R I B

(Collusion Attack ) HIEEZAA [FGEEHIEAR AT RE ol AMHELF/KED > B2 EF

TKENEE 2 AU GRS R -

FESCR T > B SRS 3 R AU /KENR T - 15 577 AMIF /KN AL
BB RIRE ] 53 Fo 3 FERAEIER A a7 /K EIR iG BL BRI a7 /K BT © Hartung
and Girod'" $2H —1EEL ] Spread Spectrum HYFRERIF /K ENF AT  AlFIAYRE o AE i
FIAEZERIE (Spatial Domain)  (FEEAYEIE ) B2 DCT #iffusk (BR4Eis) - fEIEER
IR /K EN R T T > /KB — & +1 Bl- 1 (TR Pl - R
FTaBHY “Chip-Rate” > JF/KENRAEEE(E Video Frame 1 » HghiEa - — (% /KE

11 F. Hartung and B. Girod, “Watermarking of Uncompressed and Compressed Video, ~ Signal Processing,
Vol. 66, No. 3, pp. 283-302, 1998.
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fiL TR R AR —4H DCT (R85 » 41 7 Fow o AR » 2 /KENL TR R
HURTA 268 > R —4H DCT (8 H HETFTEULE AT (+1 8- 1) {13 5
28 2 (FRl B HA B REFTEH 2% /KEAL T - A& s =2 4w 77 =0
Replication Coding ©

Hartung and Girod 7 3% 1 )% 7K F[1 [ & 22 MPEG-2 FR4E i aHl (Compressed
Video) 1o FE MPEG-2 f{iI 7T £ (Bitstream) # > Header/Side Information Eil
Motion Vectors 1) /K FIFE A2 B R 008 » DLoR KiE 2 B0 /KEN iR A& ER 2
enE o EERAEKETERGRLHER —4Efd51 - H AN Video Frame fH[F] - 741% »
7 /K ENRZi 8x8 DCT HEHANG N A AR ER B4 2 DCT (48 - s 2 - MifMAy
JIERE R DCT BRI T BRI S /K LIRS ek -

original video frame watermarked video frame

amplitude %

1 )
) spreading )
watT:T?rii ]hm 1 1 ith factor or madulation
1 —_— -h-®-b-

T watermark signal

pseudo-noise
signal

7 ¢ FEBRME AR AR K EN iR AT AR E 2

Langelaar ZE A FA 1998 $2 H fH £L ¥ Variable Length Codeword (VLC) HYJER
MR T K BN AT ° - B4 B4R TC R LAY Run-level Pairs 17 43 plaF % Ef ©

12 ERIEE ©
13 G. C. Langelaar, R. L. Lagendijk, and J. Biemond, “Real-Time Labeling of MPEG-2 Compressed
Video,” Journal of Visual Communication and Image Representation, Vol. 9, No. 4, pp. 256-270, 1998.
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T —BE VLC Codewords £ [ B ] [5] H. Level Difference fEfEFHE B 1 - {E
H B IS BEAY table By “Ie-VIC” table o 2 By — £ Tle-VIC | HYFI T - 1F L ER
1% /K ENFE et > —{IE Run-level Pair AR5 7K FIIir 70 A 050 S8 B0 3 4 7 AN < 5
Least Significant Bit (LSB) “R[E]jAIZ/KEINLIT » RIFGE le-VLC Table 3ifi 58 A {£4H
[EJE£HY 55— Codeword ZKHUUJFACHY Run-level Pair o flL (Y 57455 A FJZ Least
Significant Bit (LSB) T - £ Codewords 73 EFHVEF T > Video Y Bitrate 1£, %7K
ETER AR ATy P Edsr 88 o LD - HHY SR A% /K EIHY Codeword Bl AT RE 35 ]
[y Codeword JE{E[E—Hf HHARMEHF R 1 - 18 BURE RO K EIFT g Rl
i E Y 2 T R BE Y © Langelaar S5 AR flof EZ(EREZ /5 - AR - 7F/KE]
AR TR H 2= -

Z% 2 : VLC codewords

variable length code (run,level) LSB of level
00100110's (0,5) 1
0010 0001 s (0,6) 0
0000 0001 1101 s (0,8) 0
0000 0001 1000 s (0,9) 1
0000 0000 1101 0's (0,12) 0
0000 0000 1100 1 s (0,13) 1
0000 0000 0111 11 s (0,16) 0
0000 0000 0111 10s (0,17) 1
0000 0000 0011 101 s (1,10) 0
0000 0000 0011 100 's (111) 1

Swanson T A2 1998 = 4 th — #8 5L 5L B 35 /)N I 8 # (Temporal Wavelet
Transform ) HYSFBRGFISAR AR KENRNT ™ » (FE R0 A —4EsRER - 7EI%/KEN
e > {18 10 R R 3 R BB B/ N EIAEZR. (Wavelet frames) o
B GERMER R H A B AV EE 2 E (Avthor Signature ) #{fF 8x8 DCT f#i{fA -

14 M. D. Swanson, B. Zhu, and A. H. Tewfik, “Multiresolution Scene-based Video Watermarking Using
Perceptual Models, ” IEEE Journal on Selected Area in Communications, Vol. 16, No. 4, pp. 540-550,
1998.
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HE > FEEFEMASE RN R EAEZR G o 1R /KENES - B TR
{5 FH B 4G BORE AU K E R 3 6 B RS/ N S ERIEZE. (Lowest-frequency
Wavelet Frame ) [Z2ZHEAL (Reference Frame ) » 75 2R Ry (BAR/ N FRETHESE
BEREEREMN (BREFEHEHEN) - MRV ERR IR % K R i sE HE L
LI -

Langelaar &£ A i 2000 4 $& H — {@ f£ DCT i AV Differential Energy
Watermarking (DEW ) f%{i '* » DEW J&$5 % 7K EIir 7C (9 5 el /2 5 FH A% Bk = A
DCT (REL5E R - fEEFEHEF 1-frame (or Image ) 73 EIFIEIR (Blocks) » Ky le-
region ; lc-region BN TEVHTE Y lc-subregion A T JEVHFE Y lc-subregion B ° {£3%7KE]
B PR EE  — (& KEN AL TCHIER A TR RFE, or By 5% i s IR » SR A EORF AL Bk -

FEAh > HHS MPEG-4 fEEEHYHIE » RS RN (Video Objects )
AYEE M - IR s e A / R - R R REEE S Y PR B B B S5 —
AR o AL - e —(5R B AL AR s (435 /K BNty FH PARS IR AR sR Y R
{2 —E R S RS R - O DB ZE 5 B 4 i B R R (R /K BN R Al Y
e -

TELAESTRR - BT o] R0 —(E s M ay B R s R K ENRE i A 2 PR o A »
Ay T EE BRI - T /KELNE iR ARSI & T -

15 G. C. Langelaar, I. Setyawa,R. L. Lagendiik, “Watermarking Digital Image and Video Data. A State-of-
the-Art Overview, ~ IEEE Signal Processing Magazine, Vol. 17, pp. 20-46, Sep. 2000.
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Semi-Fragile Watermarking
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@ b WPAEIREBE > —RIRA EWRESEHE (A Photograph Implies
Truth) © 281 AEFR S BALHIRF > Bt sd 2 - B & eHE AR SRR
EEZURHE > ST EERE PR - BEANRELERECA TS BA
SRENTAHEREEEEN - WL EOMBIAEHR BEEFRA
DNEREE - 40N E 8 Fror > BE NS () Aeggilis/KENR oy - B E R 2E
GRS R SR A B A B

El 8: {ﬂ‘jﬁ#ﬁg ? {ﬂ}i&}& EEL

—RRME > WA Z B 6oy Ry R - B R B (Malicious
Tampering ) BAJEEFEE BN (Lncidental Manipulation) - FEEEINESWETFEY)
el 2 B (RBALEAR) BEPEYIHZ bR - JEEE RSO E S0 E
BR4E LU D B RHE R S - 18] 9 BLiE 10 Ry AR - AN A RIS AR A B S
WeE B MR R E B -

ST Ry R 7 75 Ry B A
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&l 10 © [EfERR R 0

FEF FHEAL /K ENE i Bastt | S B R HE TR - REHRR Z
R > AMHIHEY Ao

rﬂlﬂ

— PP AEEN  CEMA AR EEE CEREIEERE) BEHANHE

= PRIEERED BREERNIRR AT EE - BRZIEERE L E B -

[l

WY SRR AU R BN B E IR E R A a0 DU
JRECLHTINE °

H HEO—fr BB &R & F s 2% KE R T (Fragile
Watermarking ) > Fffritk A 2 757K ElHE B R i 2 = B P PR M Aebidse - A5
BEFRAFIAN Fatam o

HE EFERENIRR G EE  HEZIFERZ B - &
7 AT LK BRI FE I A N A B U 38 R AV B 7 BT /K BT R Ry
TR EHERE S WG (NEH) IEERZ BB BB RS
RS IKEI R g (Semi-fragile Watermarking ) o b #8552 i 2 5% R 72 473 78 58 8]

(Robustness ) Biffagsid: (Fragility) 2t sm s i Al g B AT — =
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& SRR K EI At - i e 99 1 Al R Rl 99 8 KENSL il (HAY—)
Z AN SR A PR M A R« DA 2 RS8Ry 7304 ' Kool > [ 11 (a)
Fo—IRaafs > @11 (b) B—EREM 2B G B 11 (o) Bt
JREN &R GHEEBHEMUEROE(L) - DEARAERRBZEN - &
[FIRF 3% A4 R B R 2 D BB A SRR B R B2 BR 4 > F B4
FAE 11 (d) (e) AR - RIEH L2 LSRRI AR 2 A BRI A [ -
%kﬁﬂﬁéﬁtﬁ@lltt%ﬁfqé*ﬂiﬁlﬁﬁifﬁ?i_j(ﬁﬂf%iiEﬁﬁ“ﬁﬁ%ﬁﬁi’ B R B
(EFE 11 (o) HERHLE R W HE R R SRR 7 % R R

(d) (e)
B 11 PRSI KR L TR (R ) JREE N (MR 2

16 C.-Y. Hsu and C.-S. Ly, “Informed Authentication Watermarking via Stego Data Reconstruction,” Proc. IEEE
Int. Conf. on Acoustics, Speech, and Signal Processing, pp. V385-V388, Toulouse, France, 2006.
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B H=EFMEHEAR A EE - BATEO B R RN - PR E
JFESRTNE ? /A e & B oy 2 FHagg B KENRdi - pobh > B
STAEiR A—TEFKED - HNERANE Z ISR - i B B2 M LUg R e
frENE © 2RI > ZUER AR IR AT A B /K ENE A A B i fir B
BFEENNE  HEEHAEGIREAA - EER#ERE LR AIEE - PUE
12 Bl > (o) RJRIE > (b) R NBEUENENEER 2 KEIR 2 #48 > (o)
ZHEMESFERZG - (d) RNEERRZZEG - ZEBE  BEAT
AYBEEE 2 ps > F{E R BAF -

@

B 12 ST K B I
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Digital Fingerprinting
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Bz i /K Bl 5 5 B 46 B R B B2 R M B R (Traitor
Tracing ) » Rl EL KR RERER: IR Ky BN 5 4URL AT ( Digital Fingerprinting) 7 X5
A NI 5 HHAERTIE 4L (Fingerprint) > AT BRI S > R A ZIFK
ENERHAREL - #3 a0 NSRS Z DhAE - B 5 SUsigry /K Elaeat ~ i A
RAHY > BLRTS AR FEIThRE 2 BN F /K EIRAPELL > R AR > & MH
KRB RS A 2 % (Attack ) B[jHE 2 8 -

EREEREA R E R Gt A ER - (B RE OBk fa 40 B
HERIEAN > —{EE RAHUERR LR L PR (Codlition) - {£
It Coalition Hft » (i B E R H E i AJF/KEIERL (Watermarked Data ) © &
IMERER - (B B R R HYE R RAERTR AJF/KEDRIE - &R AR -
WHt—K - A EREE R AR KEVER A EE - USRS
Bkl (Attacked Data) - [HEI{EFE B It 149 ( Collusion Attack ) '® o 13 BE~
SRS 7 o LI E R (Average) HIVZZHBRATA I
HISSUFUAI S AR SR HEE R BRI AR S0 IS B L I I 82
W2 T ARAM A o AL - — (B4R B FE U lr R fR P I % (Anti-
collusion) » [T} H KB B A1 Z B fir 5 B o FE I #RAVEF A EY) » B AT A 2 B A Y
R -

17 K.J.R. Liu, W. Trappe, Z.J. Wang, M. Wu, and H. Zhao: Multimedia Fingerprinting Forensics for Traitor
Tracing, EURASIP Book Series on Signal Processing and Communications, Hindawi Publishing Co., ISBN
9775945186, 2005. ; W. Trappe, M. Wu, Z. Wang, and K.J.R. Liu: “Anti-collusion Fingerprinting for
Multimedia,” IEEE Trans. on Signal Processing, Special issue on Signal Processing for Data Hiding in Digital
Media and Secure Content Delivery, vol. 51, no. 4, pp.1069-1087, April 2003. ; M. Wu, W. Trappe,
Z. Wang, and K.J.R. Liu: “Collusion Resistant Fingerprinting for Multimedia,” IEEE Signal Processing
Magazine, Special Issue on Digital Rights Management, vol. 21, no. 2, pp.15-27, March 2004.

18 K.J.R. Liu, W. Trappe, Z.J. Wang, M. Wu, and H. Zhao: Multimedia Fingerprinting Forensics for Traitor
Tracing, EURASIP Book Series on Signal Processing and Communications, Hindawi Publishing Co., ISBN
9775945186, 2005.

19 W. Trappe, M. Wu, Z. Wang, and K.J.R. Liu: “Anti-collusion Fingerprinting for Multimedia, ” IEEE Trans. on
Signal Processing, Special issue on Signal Processing for Data Hiding in Digital Media and Secure Content
Delivery, vol. 51, no. 4, pp.1069-1087, April 2003.
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adding fingerprints collusion

5 I " by averaging

original [ TN T T 77T

i i ; ’

—i ‘”t i / ? T attacked
——————— | in

L |, T
: o additional
_‘?—‘ additive noise
fa
Il 13 © [RGB x S BIATEEL s HIRE S AT KER AR

BRGNS Gy

S5 0 Ry TP RN - B RS S R R AR A TR SO
e | HEESHUAE S (Perturbation) 12 FF IR ATREL °

K E L EE
P IE SR RS > TSR R G a e R W 14 Fon » R

GiE 2 BRI H Y © P B A S RS R B 0T oy Ry sE ¢
« 2Ef8] F 7 °K[E)2P (Spatial De-synchronization )

« BFfE]_E 7 R[E2 (Temporal De-synchronization )

Z2fe] b 2 N[ERPF B F|FH Global Affine Transform 521 - Ml _E 2 A [E25 Rl
FEEAERF BB EHUEE (Random Sampling ) 58, °

& 14 : ST eSS IR BN G L FTer B R W RUE

20 Mao and Mihcak,
Proc. IEEE ICIP, 2005.
21 [ERIEE -

Collusion-resistant Intentional De-synchronization for Digital Video Fingerprinting,”
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Steganography



EftEE (Data Hiding ) HYEE R A LUK ELEIZ 7 AR e Fr AT (AR Y 1
FERE o — RIS » BRHRER T 50 By F /K ENR (Watermarking ) ** B4 3 ik
HEEEREER (Steganography ) * Wi © TEATEH - FATRE 5T AR 48
(Digital Media) Rt/ VBRI / RN - B KEI RS E TR RER
A SR ARG T R TS G AR R B - B
ﬁzmﬁEﬂEﬁE FEEE TETERR:E (Copyright Protection ) BUERIAIZEIE ( Content
Authentication ) 2 o & EAEEEE WiE By “Covered Writing” » E R EEERE
SRS S — IR R L RS T IR R SRS (Cover Media) T
FE#R A (Embedding) t#ERER AR — 130G (Stego Media) - FIFIEER
RS R SRR IR - (RS AVIFAENE (Existence) JEAAHFERY - &
SRS B S ERAE HAY BB —HREY - # 22 3inﬂ’ﬁ%Lléz%,n\/iﬁfﬁ%:ﬂuﬂﬁ
WE - HINERIIERATE LR RS - XX —B#AE o ANWE > B2g
SEEHERER - AL - EalRLE2n B2 A R0 E U HE TR
gL - DR E R ey 22t -
ﬁ‘rﬂ;ﬁﬂﬁ%*ﬂﬁ% SRATAIRRIZ 20K (Invisible Ink) 2 IR IRBULZNHTE R} - B
SEERMBAE AT IR % RS DNA™ SEF S M L - UHAESER 911 Hk 2
T§i SSEEEES (USA Today ~ BBC News ~ Fox News 55 ) REHEI(7 T Al REF]
BRI R e S wUE R S Ee 4k (40 eBay ) HYA G o ASREL S

22 1. J. Cox, M. L. Miller, and J. A. Bloom, Digital Watermarking, ISBN 1-55860-714-5. Morgan Kaufmann,
2002. ; E. Becker, W. Buhse, D. Gunnewig, and N. Rump, Digital Rights Management, ISBM 3-540-40465-
1, Springer-Verlag, LNCS 2770, 2003. ; M. Barni and F. Bartolini, Watermarking System Engineering,
ISBN 0-8247-4806-9, Marcel Dekker Inc., 2004. ; Chun-Shien Lu, Multimedia Security: Steganography
and Digital Watermarking Techniques for Protection of Intellectual Property, ISBN 1-59140-275-1, Idea
Group Publishing, 2004. ; B. Furht and D. Kirovski, Multimedia Security Handbook, ISBN 0-8493-2773-3,
CRC Press, 2005.

23 R. J. Anderson and F. A. P. Petitcolas, “On the Limits of Steganography,” IEEE J. on Selected Areas in
Communications, Vol. 16, No. 4, pp. 474-481, 1998.

24 C. T. Clelland, V. Risca, and C. Bancroft, “Hiding messages in DNA microdots,” Nature, Vol. 39,
pp. 533-534, 1999. ; C. Richter, A. Leier, W. Banzhaf, and H. Rauhe, “Private and public key DNA
Steganography,” Proc. 6th DIMACS Workshop on DNA based Computers, 2000.



B o BEAATIHATALL - A BB S R M o R
Fefta g mitn T R AT RE M A B R - E R R R E AR IR E
BHAISEEM - 54 (2012) 5 H 1 HAME —RIEZEHESH AR EiE
WS MR S - ESEE - RS IHOT » TEEE X
FH AN BEMRE R H R R AFR S BRI BN EEMATR
PR B B (L R R BRI R - M E A — R (Kick Ass) HYEARZR >
DUR — (B By THEREHE ) (Sexy Tanja) HIREZE o - I8 TFTFATEZERIE
BERE&EESINE - HAREREELRNA R > SEHEEAREEEE IS
PR DHRR R o 35 SR IR ST AL » 48 I P R B M P B0 SRR Tl s, o
MR HEERAM ERENSRITENVEESFENE ) - S5 RAHES I HOT -
TONNECE ¢ TEREGEEFE AR AC A o IR E R ER
ECER > SEFEA —HEER - A AN HSRERBEZE, | - BEF]
TS B B % S G e R R i & A B E R IER] » 15 DLt Bl e 2 iy s
BIE| VA N

EEAh - BEE PR AR Rl S e - GRS Y B M AR TN (S SR s T
ELE RS - &R AR S e N AT RE R Ry BE R B ERERY BN T - HETRNE
RS - BAREEIHT (Steganalysis) & B LEL RO RS & AR EEE
fili Fr 2 el Y ERUS B A 5 B e RS R FE R IRl - e PR E Y B /KT Ey
WEEE (Attacks) - —EopAr (ARG & A R GRS AT a ey H Y EE &
F P T oA ey B Y R il Rl E AR E REAVE 22 - &
RIS AT E ] B R (AR PR R B e B B RS s e A e -

HR B G SIS LA A AR R E B0 A (E R Ay s s
WAEE FIRTATEE I — &R i B 5 ) BMP ~ GIF 2 JPEG FEfiI 24
E Ry HYEAS - T LAl =2 GeAgslh - JPEG SR BR4EIa =R H Ailfe /&
2 (AR R R B B A 4aPR4RRS - RIEL - DL IPEG B s =iV E

25 N. Provos and P. Honeyman, “Detecting Steganographic Content on the Internet,” Proc. ISOC NDSS, 2002
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SRR e Ry A B R EER -

—  HElER AR EGT S B

FEsS T BB S Ty DR IRELA [E]E T A FERFR K - — R
SRR Rl BT SIDUIR R - R 3 AR T 5RE) MK EN R i B R
R ER E AV E H -

(—) Ra[Z2& M (Imperceptibility, Transparency )

TR /KENRER] | FefM i i ik AR KRR g s i RE TR B
(Fidelity ) » DUIEHEE(EE - 28T - B GRIBER P S A RE M
BN B « B RRE 07 2SR A GRS R A RS (5 2 BUBIR A E (Blocking
Artifacts) - [MEHENABEEGE FRGE I —R 2 G SRR AR %
(Compression Artifacts) AHEL » Al bt {5 & 07 =0 (0 J2 (R S B2 Y R AR 220K -
MRS IRENH R EHEATMIEMEL G - i BHTHRIEFIRITR
& Cinvisibility ) > H FiTHY & SRR i394 5 A 248 (Human Visual
System ) Jz AR IFFZ284HARE (Just Noticeable Distortion ) 424 o

(=) Z2M: (Undetectability, Stochastic Visibility, Security )
et E MM LRS R E RN RRANER » — RS &SRR L
EMRIE R E RS R MR AT R - 1 — (B 2R E SR E ARG E D
DA REIRIE R IR ARV E B T (£ T —Ei st & A R s e
PR E 78 S BRI 2R ARERET ) B /KENHY 2 2 M FR R A2 fra ik AR
FEKENME AR M A SR - BEREAEE - nEHE R T “Protocol

Security”

(

[1]

(Capacity )

=
A5 AR B N R B S G RTRTEE B - B A —(E (AR A

) &
%



o iR A GHUE Y P T R RS R aHUS R o] (R R S o B HE{ASE 4R
MEHER PR BREWET AR REE hE B WY M B E ARG
> MEETERE Z 2R TR ER LR BEE % TFHEAELAKN%E
2RE LR o MERE—RELRSE T RERGTRERENZEEE FRC, 4
RE - By T RS T (LR F S A SRR IR A & - — DU AGREATEE
Bl C=C/M I 2 Z R E IR Hh M (REELENEEEE T
% BB FTA T AE F AR AR B AL T (BB BLAN > TR RSB EUIR
SEA G RSB R 0" B 1 4HEAYBEAT TS (Random Bit
Sequence ) [T RELMRERSRGEHE I Z M2 AN - T NTER AT AR B 124
PR A EEHIEE (Undetectability ) 57 BE B —f1E - —REEA IR /KEN R
FELNMH10%~10 " 2 - *

(M) 58814 (Robustness )

SR TR (RS RS TE AR I B R H R B R R (T A (R FEHL O] R SRR,
HIREST - BB B R MY ZOK Ty 2 HUR sz BRI E I H Y © B4
FHESR SRR /KENE T (Fragile Watermarking ) S & SHBAER = » 58ETIET
JKENFZ0tT (Robust Watermarking ) 75 Z2# = AR - i - EERIAAEELVASE
RES5E & ELREEERE (PIAIER SRR SEIERE S 705 ) BYAUEfRERATERE. -

7% 3 ¢ TP K R B A SE R AT R / T oK L TS

Property
Imperceptibility

Robust Watermarking

Perceptual

Steganography

Statistical

Security Protocol security Undetectability
Capacity Middle~High Low
Robustness High Depending on adversary

Modification Substantial Moderate

Selection of Carrier

Cannot be selected

Can be selected

26 S. V. Voloshynovsky, A. Herrigel, Y. B. Rytsar, and T. Pun, “ StegoWall: blind statistical detection of hidden
data,” Proc. SPIE Photonics Wes: Security and Watermarking of Multimedia Contents, Vol. 4675, San
Jose, California, 2002.
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Property Robust Watermarking Steganography
Data importance Carrier/message Message
Adversary Active Passive /active

BB R T

*{Iﬂﬂiﬂ{f—'& L2 E R A (Embedding ) JE LA K ZEHL (Extraction) JHE
EGHRL > FE IR A HEDA B RTE SIS (Cover Data) MHUEE WIS ARSI
S TR AR RSEEAS (Stego Data) - 5 —{E ik AGRE YIRS BLHEE
HAS 2 AV B R BN AT B A 22 I - HI (R 2E %*Z}ETU\%}%%
FB e 4n o B RAE RSN Z 2 M BB E (Protocol) Rk AJHE
7% (Embedding Algorithm ) Fi{EJ@ X AKET5m » femaR i EMN AR AE T/’% S NEN
A] LAFI A Prisoners' Problem A& » [l — AT & SR 2L 24 h BB R &
Passive Warden » /257 Warden il N & FEHE L ETEREAS - JH:?I\ =17
BT Ry (E 2 & R AHE R AN JE Kerckhoff's Principle » HEE /2R T
FL# 5% (Secret Key ) 4 » Warden %ﬁi{lfﬂ% SRR AR RITE 2 T g < 280
Bl B SR AR AR IR — B o Ry B L Warden A&
JRipE SIS SRR A - IR A CHBEDENAR KRS - 2 EE W ERERE
FEEIFEAEMEAR ATHE M (Undetectable ) » FTaE R m U HIMEFEAY 2 AGRIE12HY
{RAEAGA TE R R G AT hRVBE 2 -

=~ &k AF il (LSB, Least Significant Bit Embedding )
TEAENRRLE - TR a3 T AV RS E SRR AE / (RS IR -
LSB ik AT it 2 i -1 vl 3 HH AR A B R AR » FLJA B2 M5 22 A LSB LAt
FHEEHUL - HFIRE B B A4 AR YA R EEEAS ()-Steg ~ EzStego
8, OutGuess 9‘?) B R E R AR (BUET7ANE ) - B LS
iR ARUTHY S 39 v R S B B A A g e s Xy R [E A& 7y - ERUE D
BIAEI AR E T —EHER UL (EEEE) W—E&FRE LB HyFHAl » —



fi 5y By TRE  EAIHCE (Sequential Replacement) K BEHERIE ( Scatter ; Shuffling
Replacement ) o [MEE HIYATIE T » —MEE BRI EER FH BMP ~ GIF K¢
JPEG {E Ryttt & =0 - B2 BMP B BEEU( (52X LSB R[F] - DL GIFY i (g
F& A LSB R AT 2 #5 H 5 83 ol TP BRI e U SR AGRERY B AY -
Ry T R MEERSE (Lossy Compression) (5 AGHEMEE5E 52 AL A - DL JPEG
Ry R 51 LSB Rk ARl 2 BV R L& Y BERCER Te #2538 (Quantized DCT
Coefficients ) HY LSB DT AthEEHEHTHHAY ©

(—) HEERCEER NHY LSB # AR Chi-square Attack {525 EH

Y LSB i Ao B RS AC B T FUZ IR IRERE Y R MK (Sequential )
G ZHY LSB DAt & s S U » IhRd R A ST 22 2 M2 BT A s e EHY LSB
B ERERAV RGN T > JRR LSB BB AT P H (Bit-plane ) R{FAE(EfE4H
Bt o Westfeld B Pfitzmann™ HIFE H{ #7582 (Visual Attacks) ZBH T i {8
SR SERARY  FIFH LSB TR AR G EEAEFILA7TT (Pairs of Valves) EEEHY—
[ 285t (H[I histogram ) 85 > [fj #2 H Chi-square Attack © Chi-square Attack {5 75
R EEE AR R EERCE IR § - Aawmik A BAS R e ? 1 IR E
I B E T ENERE o Chi-square Attack £F L HIERE LB L HIAYRTHE N %
LSB ik A St H i 5l IEMERHEAT 100% ©

(=) PERECEERTTHY LSB #r ARln
AT EER B RS i AGTUE Y LSB S B Ktk A LSB 43 {7 AE R
MU ETEE R > Westfeld” F2H FEHRIE 7754 (Random Interval Method ) $5[Z ik

27 A. Westfeld and A. Pfitzmann, “Attacks on Steganographic Systems,” International Workshop on
Information Hiding, LNCS 1768, pp. 61-76, 1999.

28 A. Westfeld and A. Pfitzmann, “Attacks on Steganographic Systems,” International Workshop on
Information Hiding, LNCS 1768, pp. 61-76, 1999.

29 A. Westfeld, “F5 -- A Steganographic Algorithm,” International Workshop on Information Hiding, LNCS
2137, pp. 289-302, 2001.
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AUEHINE A I AL e e - FER AGRE RV LT PAIHIEU (Scatter) JRHE
E G e m L2t - R AREE BEBRALTHY - SUEREECE YA
fE T o EERRERIEEBIEy 20=m/M > BIPFIRE—{ AT BEESREAY LSB #2500 2y
1ECT B0R 0) AYBREE By a (LUT RS Ry LSB R AR ) > Hrft m B1M 35
Fo B RSIRAT (LT8R PR T RE RIS Y LSB (&8 -

(=) J-Steg
J-Steg fE:FH D. Upham FBH#E 2 fHALY IPEG 2GR A& SHEEiERAS *° > i
B E A B ERECE T Y LB HU » AL Chi-square Attack fiE/EH %Y
TR R AGHERVEAENE -

(PY) EzStego Hil Pair Analysis
EzStego j&—{E DL GIF A€ g Nny & s SsEs - Haf S ic & ARIIR
J& A BELTC S T 1Y LSB B o HHA Generalized Chi-square Attack 2 H: T DL —F&
a0 R BRI RS T R A A A I I HH 4K HH Ezstego T AR RHYRAER
{6 o RIIL > Fridrich S5 A\GE RS HERF GIF B BMP S2{5: Y ZE [ B TERA (540 A 5 R e
AT 5 By AT 5E ERS R DR T -

( F1) RS Steganalysis Eil Distinguish Statistics
RS Steganalysis (Regular and Singular Group Steganalysis) [5] 1% <& FH Fridrich

NP B AR S S B s U BMP IS AP E R R B I Be il - 725

30 D. Upham, “Steganography software - Dos,” J-Steg (release 4) <http://members.tripod.com

steganography /stego/software.html>, 2002.

31 J. Fridrich, M. Goljan, D. Hogea, and D. Soukal, Quantitative Steganalysis of Digital Images: Estimating the
Secret Message Length, ACM Multimedia Systems Journal, Special issue on Multimedia Security, Vol. 9 (3) ,
2003, pp. 288-302.

32 J. Fridrich, M. Golijan and R. Du, “Detecting LSB Steganography in Color and Gray-Scale Images,” IEEE
Multimedia Magazine: Special Issue on Security, pp. 22-28, 2001.



Sn45 R JTIH RS Group (1S €2 (G 4% =0 %y BMP HYBE I Ik A H P92 28 &
FIRGERZE 5%-10% © H51 - (FEIREE I I EREL G R TRUN (BRE
BARE) ~ #5850 (Haftone) {5 - &FH1% BB TG -
2CE EERCE T & B W IR 5 5 A sr FIRYIBTE (ie., False Positives and
Negatives ) 5 [ E a5/ 58 = Ry e AR 155 82 s Al T SERY DI R » a2
et TRt AR R R4S -

(7)) OutGuess [z ELhbfigik

OutGuess il J-Steg ALl » EZAYAR[EILEFL OuvtGuess (A T JHA FGHT—
athERME > R » A ERAE Chi-square Attack B¢ Generalized Chi-square Attack 54
EARHETH OutGuess AT FRRHYEREAFAENE » K T (2R R i ABRZ F147
REORA IEH G IARETRMEL > Provos™ JREFTARIR AHY LSB {EFH —JE 53 (Binomial
Distribution ) DUEiHRL ~ (EIEN iR AR PR R GFTAE A By —PEaat etz - TffiEtt
s AR PSR TUS Y LSB hODATH(E -

FEAERF » FAFIR LSB R ARCai SR idRe - /48 T Bl £ SRR A K
HARERTBL L - BEZR B TEN A A S TRIRERE M - (BA — B2 7T DARE
TEYE » AT LA LSB ik AR ilahie sl B i B G A TR RIS RGN
BB - B &P TIRTE LSB B AR AR FERI R AMRA G B H Y% 4

74 LSB HR ARl RE B LT

oA TIE

TEBE

s emie =7 ES A A
$/12Tuﬁ nﬂu\_. @E\_xinj (Under fp='|‘%)
IE7EE .
‘F§£§§§E§$ BMP, GIF, JPEG EHE Chi-square Attack <1%
Steganos, BMP Fiatk RS Group 5%~10%
S-Tools
i Ii
J-Steg JPEG Bk Generalized 25%~33%
Chi-Square

33 N. Provos, “Defending Against Statistical Steganalysis,” 10th USENIX Security Symposium, 2001.
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PN =

FERs,  AeREA Ce=obd

(under fp=1%)

EzStego GIF s Pair Analysis 10%~20%
i Distinguish
OutGuess JPEG 5 stinguls 5%~7%
Statistics

g~ Hr—fC (FE LSB) HYRR AFMY

BR T LSB iR ARG 24 - AT %2 E R AV A AT AR T - TR
s AT I A ERE T T BR B A E 238k A Bl 7y By 22 e ~ JRERIE I JPEG
BE4i1k (JPEG Compressed Domain) it A « 1 JPEG HEH bk #4140 F5 J2
H I 8IE £ 22 [ Y B 70 5 5 /r 48 Hide BLEL I8 > 135 /144 Stochastic
Modulation » f% 1% 71 4H JPEG MH 25 M T B UK R b fiff % DU BE VA B iR AR 3 A%
ECHUZ R/ DCT BAL ARy o AEIHRAZ R 48 ZAE Y B 73 35T (Pattern
Classification ) AV i\ ¥ % (Blind Stochastic Steganalysis ) ©

(—) F5 R HINEE

Westfeld™ $iEtH— T SRt ASL T4 Fy FS » Bl J-Steg ~ OutGuess EH%H{
REALIREERER FEi A R BH LSB A [E] (Flipping LSBs) - [IE AR AGRE A
& > FRIFZCAT4EIR (Decrements) EALIREEHERIEERAE - o > BN EER
ATEREE B AR RER S 1% i B E (A By LSB BT iR AGRUEA [ A
BRI 2 7 [ 4R — (E BAL - By T ORA B 2 B Dy — PR et Rt - F5
rRlE (EEEkamE) B (REBRIETED EHAHKET - (BRI
SR I RS e B R fy "0 o IMAMBEBRIES AL 17 - Wit &
HEER 17 MR ARER 1 EGEER 17 MATAR ARE R
07 W RFERBUE SRR - (R S R (1S S Ui 5 H B T S U ER 52
Ky “Shrinkage” o By T HE{SIEREGNE AESYSEBEAUE] - & Shrinkage S54:1F > F5
2 TR T I (B B AR P A — 2 T e i R R R R 28 < P 7 22 Y T

34 A. Westfeld, “F5 -- A Steganographic Algorithm,” International Workshop on Information Hiding, LNCS
2137, pp. 289-302, 2001.



AT E IEZHIHELHY LSB « fh4h > F5 5] A Matrix Coding DU fiTFE e 3R 2 A 4REES
%% (Coding Efficiency ) - iE#FEHVARIETCRIGHYE R —(E LSB ATl THYE
fEGHUE & o HIR FS MIREARHY LSB i ALl » B IRA BLIEE 2 GH A — &4k
SHEEL - AL » REmE Chi-square Attack 2 Generalized Chi-square Attack FJ4iE)%
HRHETH F5 PSS F RN -

Fridrich BRFHELSC R AE OutGuess HY4TE HE RPN 7 A 2 F5 - *°
—RIEHYZ » OuvtGuess /& L JPEG SIS AE R BR4E % 8x8 J7BRAVFHARE FR1E Ry
sHEHEE - W DIEAE S LG ERENEE A EALIERE B S MELFS S » < JPEG
G TP 8x8 JTHEMVRFENLE (uv) FTAHRHT— PB4 T By Hy(d) - Hof d By
THEUEATAIN > 74848 Cropped/Recompressed iz HH{% ¥ IEAY 3 HIFEEC o hy,(d)
TEFLL d=-1,0,1 I Bsat B &E - Wakst R Lfa ki i bl S &8 H,,(d) &
hould) BIRAS - EREIEEUR » ST TS FS P Z A& EIRERE
5%~7% o ZAIM > ARIBIRMIAVEIZE - F5 L 22K s “Shrinkage” S MEN{E{LS
THREE Ry (B BSR4 R » 15 2 Fridrich AL d=-1,0,1
ST EEERYE R -

(=) Hide R HIBE

Ky T #E G Chi-square Attack 55— 4TI T4 » Hide™ FRH 1 ik ARLAlTRE
US> E B ZREY LSB BLFTA Rl A E A T ATLL Secret-key ARTE +1 2 -1 -
BESh - R ERE R AR (DL 8 LT KPS G S > HAm({E R 0 B2 255) HEgHE
DURFFE RRR o SERI1E © Westfeld” SFHACH +1 g AFRE RV B G ER
FEEHIMHASEA 8 (Number of Neighbors) & IEH AV CE S - 4

35 J. Fridrich, M. Goljan, and D. Hogea, “Steganalysis of JPEG images: Breaking the F5 algorithm,” 5th
Information Hiding Workshop, Noordwijkerhout, The Netherlands, 7—9 October 2002.

36 T. Sharp, “An Implementation of Key-Based Digital Signal Steganography,” In: I. S. Moskowitz (eds.) :
4th International Workshop on Information Hiding, LNCS 2137, Springer-Verlag, New York, 2001, pp.
13-26.

37 A. Westfeld, “Detecting Low Embedding Rates,” 5th International Workshop on Information Hiding, LNCS
2578, pp. 324-339, 2003.
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e 11 AGNE G ELE S FARBAE (ngb) JEFHEITHY 26 FEAHMEAEC
(rilgtl,bt1) - MIFEHESEHER R —REEARSER 7 HAAHIHAE
@ BURAAER VAT EACHIET A i AGHE

(=) Stochastic Modulation
Fridrich % A58 Ry FT ik A B 51 B AE 154 6 1 B8 1 U B e P 25 Ay e s
PRI e 3 SHURER 2 1l S B+ 1T e UG B e 9 A A 5 T e £ v B0 e 3R
(Pseudo-Gaussian Noise ) ZFEAL  *° ZATTAMANRFAK A YRS aﬁ;ﬁzﬁzﬁ,ﬁﬁ%ﬁaﬂ ?
B wERE RN E B e RN TS - BIEREHE 07 32 IR
PR - P > EREREEBE (0" BEm= -1 MHEB 17 w4t o fm,
HIEISEERE -FHE % (s} BIREE R EHTERFFIN (0,0) Al {mys )
ERGEN (0,0) < EEEFERE {mys,} IIAFER Gb o AR {E A HE R
IR T A I PR RGR R, « By T s (E R . — Ty
JEFRELL “Parity Function” BfiNZE SRS AR HIET A E N s, B0 s, > TS {E
“Parity Function” iz B =AY T BAEHS (2 BEURAE T2 BT EIERE. < i H e
DIRHT B R AL 58 Ry AL BUE T (Seed) HYS T RLEZE 4= w8 e A HY = T E A%
Feoll (s} ARGE » #randaky “Stochastic Modulation”

(FU) JPEG AHA ML 8 )ﬂ‘ﬁl%%ﬁﬁ@ﬁzéi

F B USRS HEY - BT HUG S By TR 2] > SERE IR
R EIRE 2 A7 By JPEG [BR%f f%d‘%ﬁ RIEL - EEERITAITE KA ZE RIS AL
fle CEIATA LA BMP B & s A8 SURTIR AR ) RN 52 e i B P 1% P E 1
A+ Fridrich S A% S B RSHUS R0 2 15 5 8 &E DL JPEG EEABITY BMP 52{4

38 J. Fridrich, M. Goljan, “Secure Digital Image Steganography Using Stochastic Modulation,” in Proc. EI SPIE
Santa Clara, CA, Jan 2003, pp. 191-202.

39 J. Fridrich, M. Goljan, and R. Du. “Steganalysis based on JPEG compatibility.” SPIE Vol. 4518, Special
session on Theoretical and Practical Issues in Digital Watermarking and Data Hiding, SPIE Multimedia

Systems and Applications IV, pp. 275-280, August 1998.



HZzeBEMITNE - B At ARG e Hi e BR 4 Fr AV &A% - iR
JPEG JZLL 8x8 JilE B Ky — RN B - #4518 Ry IR s G I ELpT ey B B
BURRANEME || B,, —8 || *<16 > HH B=integer_round (B,,) - TF&EF5H -
ARSI ER R 2 S AT & 1B JPEG FRIERHAVEFIE - LA HIETZ 15
TEEREREGEE. -

Newman ¢ A “ 2 HHAH$TREAT R A 774 DU G2 ARy JPEG M s » H
T AL AW R N 248 (Human Visual System) FYFTEE T » #&HICCE S
FISARBE R E AL B AV G 2 LSB T & FrA RIS - BRIV AR
A={EEEE 0 (1) i JPEG AAMERIZEK - (2) i ASRERAIIREEZ B AT LA
& BMP B JPEG #5505 (3) TERFJE Kerckhoff's Principle FNHEITHE N » #Y X EEAT5E
RGRERHEEZ G A EMARAE (HABRERGRAE) - BifE TIhER
SRR FT DRI © BEZR - PEER ARCITIER & EAFTZEnY - 2R - HATRHME R
A& (15 8x8 JHRE R —IoT ) (EAF AR E I EEZFE5E -

(F1) DCT EALER AL

Alturki S A B — (B[R R 2 2 e RS E BV AT - AR eAT
S HZE [T LSB i AR ER JPEG SRRV E IR Rl - HAER Rk A B
FEAE Y22 FUISHER Gaussian Noise LUR {188 T HUG R AT G B AV MER IR AL - % -
1 IR G 2 (R 2R S fE (E B SRR Y PR AR - R A1 I RE b L e 1
R HIGRALETTEL (Serambling) -t HEYERTTELALERAVEEEG K
PEET AT R e F49 73 fii (Uniformly Distribution ) HYBSHESEE - HAZELAFHRH
111 E G A PR E B AT A > BRI S AR R B AR B B AR B A B e AL 0 P

40 Richard E. Newman, Ira S. Moskowitz, LiWu Chang, and Murali M. Brahmadesam, “A Steganographic
Embedding Undetectable by JPEG Compatibility Steganalysis,” Proc. Information Hiding 2002, 7-9
October 2002.

41 F. Alturki and R. Mersereau, “A Novel Approach for Increasing Security and Data Embedding Capacity
in Images for Data Hiding Applications,” Proc. IEEE Int. Conf. on Information Technology: Coding and
Computing, pp. 228-233, 2001.
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HFERBERAG I EDE SRR o E (Marginal pdf, i.e., Histogram Distribution of
DCT Coefficients ) HfRIETFAIE B EH Gaussian 5377 © FIH: » (FZ A E AR
AT AR IR B AT 2 F{F5E R Gaussian Noise Adding HYEHY - fEAEJTH * (FEE
T LSRR/ (Image Size ) HY 25% /it

IRTI » BRI R ARG 9 A — (R R e iR - SRR G E
BB ITTHUL (Bit-replacement ) [Ff » JREfE AT HF S0 AV ECEEEZRAFE (Rounding
Errors ) HYEA: - IBELE Y JPEG BEKEIEIR ASCHUHEREARE > HEE SRR
HE AR AGHER - 458 S A5 2 5 FE B R )% B5 8 (Floating Point) > X
A s EEE R R R EE > Hih - SARERENES - MR AN
FHUSRFR Ry el R e 22 1 ) A R R L -

(75) =884 (Blind Stochastic Steganalysis )

Farid*? $2 HAEEL A B 5348 (Pattern Classification) FYE =0 B% » IRfE
Ky “High-order Statistical Analysis” = 5% - FILE S HERGE G RGN
G BRI - & E ISR EEE R BUE (Features) DAME Ry MHRVIREE » 18
SRS EE AT o B ¢ (1) STEEVNE 3% (Wavelet Decomposition ) {2 45H{[E#H
7 (Subbands) MY—ZVUFSHYAETEIZE (BFEFEIIE - SR - EREFRE)
(2) E}E4% Quadrature Mirror Filters (QMFs) AR [E] K K J5 [0 40 fiE s » S48
WEEY “Optimal Linear Predictor” HY¥I#ERFAE o 53 - A B EUEREILRT
f@m & > W LL “Fisher Linear Discriminant Analysis™ {F fyH 53 $H e BRI g2 (%
EnEEGIE - RERAVGERIEN - AT HEBFERARAL TR AT ~ J-Steg
J OutGuess 55 i Rk ids - HLH S R iE AR BT 7y AR - BEE R
Ry IR A] FIZRAE AR R & s R e Bty - A5t IR s B 0 JHAV R 1 - (e Z Bl
FEAE IR S YRS HE RS Fridrich S5 A\ S HIBV4Ra A o0 M ARV 5 RESE » 52
G RE A A IS CEE NIRRTV TNEESFRARET -

42 H. Farid, “Detecting Steganographic Messages in Digital Images,” Technical Report TR2001-412,
Dartmouth College, Computer Science, 2001.
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R SEHEA G CHVERBERZ 4 » MR &E RS B
KN R AT R SR [E] AR S B AR SR E AT » R EAEE TR E BN E
A &SR T 2 2 MR E— DA iR B T — e B MR A
AER AR SRS TR ~ J77AR I R AR SRR

1E 2002 4F > Fisk et al.”® ¥ {50 S8 i1 25 1 BRI B Unstructured Carriers
[T 7B TCP/IP 2 Network Protocol 15 £ Structured Carriers © N [E] Y Carriers 1 & &1
s /MBS ENTTHEEFE AN ENSE - FIL > 454 Structured Eil Unstructured
Carriers HYE RS / (M= E R E—TIHITHY -

A AR A RS Y 38 2 B ORI LAY S - 7 B A B RHRIR 5 (F
AIIEAEEE EEUS 5 T H - BREVE R BB R B 2% SRS AE AT AR A RS A -
TEEE] 911 B2 1% - BIFR & KBRS 4 47 B2 (5 7T sE A1 A B SR A4S Rl
W UERSEIEN TE  E2HHERRETENEHE - 878 > HaEKE
PSR e AN EE N - R REERITERS IS - EH B AFREKR
BEAS - BUR R - HATRERY S IR ROB L BB A AR -

43 G. Fisk, M. Fisk, C. Padadoppulos, and J. Neil, “Eliminating Steganography in Internet Traffic with Active
Wardens,” Proceedings of the 5th International Workshop on Information Hiding, Noordwijkerhout, The
Netherlands, pp. 17-33, Oct 7-9 2002.
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B & 1990 T HIEALF /K R iy 5 [ B Ry S8 f - BF/KENRUT E
H i RN B2 F SR PR B 26 S G B B A AE REAH R YRR 28T - F A

i KENE AT B AR A (Invasive ) 15 —FFRIMEE » 127 /KETER ALL > BRHY
i B A IR OR 57 BB (Perceptual) HY-R AJ 28214 (Imperceptibility ) 15
TR ERLFE AT ~ 2B MEREAL (Transparency Evaluation) H Filth 52 E#H & #Y)E
B o JUHE 2002 HEAE Las Vegas ERIHAY IEEE BRI & NI fii & s (IEEE Int. Conf. on
Information Technology: Coding and Computing » ITCC) 1 » H —{# E & (Special
Session on Transparency Evaluation ) FFHZEET I —RE - AL » BIEE AN (Non-
invasive ) HYSL{I 454 (Digital Fingerprinting ) F{filf LM 2 FIEE MR - “ W FALEHE
PR —Ee A (E B 2K EN Rl Y FEFH | = 554 » S ZRBIAT I /K ENFL g /24K
P 2R NS IRERR N —EA 7% » 28 » Z2BAnF/KEIR o =
EH AN B ARSI A EKH]  HEA MR EHE RIS R E (R
It - S5 — TR BN R /K EHI AR BRI SRR AR T 4E - 78 R RS IR (Multimedia
Hashing ) BCHIERGTEAT @ & " IFEORIET R Huls -

HAT - BAEEETCAA LU —Le[E 225 - e #)=X / 2T (Robust/
Visual Hash) ~ i1 % & (Digital Signature ) ~ BiL#¢ &) / IEE A MK ETH
( Passive /Non-invasive Watermarking ) % o

LRSI P 0 E B R E R RV NS e 2 &R 8/ NV R & B
Fifum 2 AN AREHE - S RE R EE A NE - BRI sREY 2 5
MR ESUAELEL o W B BT AT IBEF—ERRENAE » (RESERRIE R
HEE RS EREMTR T o AR - B0 REREANSIENAE
ELfgox A B — M - RAFEE NERVTE S m] HARESIHEER Y DhRE - B E Y
T iR BRI R S SN B - B R R ST B BN R B R R N
B e T B P R TE B S B R — © 28T - BUA Y RS
F?‘&fhﬁﬁi?% Ay GBI PR TR B B Y RE IR E A 2 - RS K%

Pt

44 T. Kalker, “Applications and Challenges for Audio Fingerprinting,” Proc. 111th AES Convention, in
the “Watermarking versus Fingerprinting” Workshop, December 3, 2001.
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B S AR S T AT DR BT el R A B T —E AR Y P B
HiEg — BRI EN S HEM R HEEEEE - BN AR R S
G -

25 1RGP Rl Ay — {1 e P 2 B s N S B4 (Copy Detection) » [H ]
BN GERENER R TG T REGHBEE M GEILE B
GEEENARRFTEZERNE GG 2 IEERRA (lllegal Copies) FiT&ES ?
FAFAEIETARRA > AII[A]5 Uniform Resource Locators (URLs) | ° #l[& 15 Ffiw
I 7 L] = RN [EI R R R ] ELFTE S AR 2 EAR R o i [ A [ Ay
R BIPAEANBSGERA R E AR e 2 S N - 5 T U S 2
GHIBRY - AR RS SR e BN B R R R TR G 0 Bl
R E—EEZE (Pixel) HYKFEEERE » FrE £ HAY P EARE « B
TEHEELHT P e B = AESS1E (Fragility) REAIA RS - TMBIKIGS A E
BT —EREHYEP B E (Distortion) B —FHEE » MR SR E
J& 2 SEBIIERRT (Robust Media Hashing ) 25 4L BG @RI I 75 2
GBI (REASE (Error-resilience) ] ©
o S3HEME (Discrimination ) ifi E. Collision-free ©
- PR ([REREE) -

Crriginal [1

Modified 12

HASH() I HASH() I HASH() I

HASHI) = HASH(1) = HASH Modified [2) =
1111001101... 1010110010... mlmmuuu\
\. Should be ‘/ \ Should be/ flipped bil
very different apprommately same

15 ZIAGHIFE 2 (AELAEIUME: (Perceptual Similarity )
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PRI - BUA 2 I RE A BT A 34 [F SRR T MHE ST (T iR B U AV RE T TE
AR - AENL - AR —ESREI RGP R T 24 - © BERATALE
87 o AT AR —(ERE IR RI A AV SR ERAS (Stirmark) “ > U B A IR
SREINE © [ 16 BIRMIMVARSIE —mHP G (Ex) HEsHHEZRin2E (E
) HYESA -

LIRS e ZESEE NS

TR » BRI EERTE AR S R s AR (L LR > B F5 SO
T2 AR EUAR AL 7 /K BN - T2 B 5 — R B4 5 %% - A S P AR i
(Ownership ) {REE(YEE I /KENRa A T2 - A LEIER - WX HAGE
BIANZEHEE (Content Authentication) ~ NZ&E%H ( Content Recognition) ~ BAER}
NZ5iEHE (Content Tracking ) 55 » B§ifir )% /K ENER B (i F5 4T R fla el A A /2 2L [E 17
E o

45 C.S.Lu and C. Y. Hsu, “Geometric Distortion-Resilient Inage Hashing Scheme and Its Applications on Copy
Detection and Authentication,” ACM Multimedia Systems Journal, special issue on Multimedia and Security,
Vol. 11, No. 2, pp. 159-173, 2005. (peer-reviewed invited paper)

46 Stirmark benchmark Retrieved May 3, 2012, from http://www.petitcolas.net/fabien/watermarking

stirmark/
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HEMS > HRBUERNNEFEESTRHmBE > BRAEEE
o] L 7 A B2 il B BB S SR S [RE B V2 U 9T = B4 > RIAA - (Recording Industry
Association of American) and IFPI (lInternational Federation of the Phonographic
Industry ) 1T 2001 455 ) DL 25 Fs AN 1Y 26 5 A8 N 25 38 31| £ 7l ( Content-based
Identification Techniques ) DA A& s E & ARUM B IRaE ~ BOR - Brib 2 4h - 5F
26 I FH AR ELE ~ Internet NZSRFS © Anti-piracy Investigation and Enforcement ~
IHERRTS ~ WA R ZHEHL (Content-based Retrieval ) BN 25836 % CLAC IR
R RS VEAE R FHEE - tRIt Rl - JESKENR e R E B -

Ry TRV B FE QU B /K ENHy < LERa4E i3k 5 » 1Lt
F o BT S E BN KEHE AT L K R i B S H B BEL - — 5T >
FEKENS A PrEGEE RS2 IEE M (Perceptual Transparency ) (il EUILIE SR
FELEE R EEE -

7% 5 * Watermarking B Non-watermarking -7 [L#i

Non-Watermarking

Property Digital Watermarking (Media Hashing)
L Content has to be modified Content is not modified
Hiding? 5 . 5 .
(a data hiding fechmque) (a non-hiding Technlque)
Can track the usage of contents
a9 Contents to be protected must - X X
Flexibility ¢ already available in the public
be watermarked X
domain
Database needed? Stand-alone Connection r,o database
required

BEsh - — LR ATEEER (Steganography ) YRR RIEE N E ERAVIRR > 2
SR AL SRR » S— 5 - —HBIEABRVE R (Already Public
Content ) A G HY I FH RIS 48 PV /K ENRE il - IRIE - AR SRR AR EE T > SR
{5 FHE AL TR SR B F /K B R EPRFROKIME » PUT - BAFIRiEari54x /
#ZEfr (Digital Signature /Robust Hash ) 7 S fEE {7 —fif it
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£ SZJk > Lin and Chang™ $2 H{ — {lH % {i % % ( Digital Signature ) 5 fiif 3¢
1% % # & (Image Authentication ) = {tl {f £ 8 {ir. %5 & /& % 17 1F Block-based
DCT Coefficients [t (Y B {5 | » {15 52 5 £ & i 45 28 51 2 B (Malicious
Tampering ) EIEFEZELIZ (Incidental Manipulation) 41 JPEG B4 BE & 45 H 3K »
HEE i i E B BVALE - 280 M MH AR BREES D HEIEEER
H > AINGAERE - BHEFAYSRE » Lin and Chang HYJT7ACHGEIA B2 - IR
Bl - EEHE—Zs@EL T (RREREHE) » —(EEENEGg S T H—4H
& (Authentic) HYFAGEBGE T PIERVEU S F 2K - 28I » B RS Y250
RBAHE—EANFTE » iE/ZFT381Y False Positive I © Lu and Liao™ $& i — (A7
ah (Y& (LB % 5 (Structural Digital Signature ) 2l 77 B B IR BB B
o SR L F B R B G SRR 45T b - [RBE BT BR4E LYY
HLIEEREN > S B ST S B EHmEE - A S bE =R
WS ARSI - FEIFRERGIN LRI AR S s -
Fridrich and Goljan®® 2 158§ 5 / 178 /i & (Robust/Visual Hash ) 7R fi
G E © L GHIRT E & S DCT (B 2 AT B s FE 5 =0 (Random
Patterns ) ZRZETL o M8V 7 7A R EILAE  ffsm 08 KB/ NHY DCT (A 8D it A
BV ERVEME ) RVEIEE b o (NI o Ry T (E R 1R R e E A AR B R i
FRH > DCT (BRI AT s (R SH B A% 1278 15520 (DCT-free Low-frequency Random
Smoothed Patterns ) ZRHUA - HEER4E R T » WEF L IR BIEN T - K&

47 C.-Y. Lin and S.-F. Chang, “A robust image authentication method distinguishing JPEG compression from
malicious manipulation,” IEEE Trans. Circuits Syst. Video Technol., vol. 11, pp. 153—168, Feb. 2001.

48 C.-S. Lu and H.-Y. Mark Liao, “Structural Digital Signature for Image Authentication: An Incidental
Distortion Resistant Scheme” , IEEE Trans. on Multimedia, Vol. 5, No. 2, pp. 161-173, 2003.

49 J. Fridrich, J, “Visual hash for oblivious watermarking,” Proceedings SPIE: Security and Watermarking of
Multimedia Contents Il, pp. 286—294. San Jose, California, 2000. ; J. Fridrich, and M. Goljan, “Robust
hash functions for digital watermarking,” Proceedings IEEE International Conference on Information

Technology: Coding and Computing, pp. 178-183. Las Vegas, Nevada, 2000.



96% 1 AP TCAE IEFEELH © Mihcak and Venkatesan®™ $7 HH—{[E 6758 =
Fr Akt shas ol o ey sk -2 FI F Transformed Audio Features 4§25 B
TERERELS B R E F SRR S BBV 85RE /7 © Haitsma £ A °' #H] Fourier
Transform Power Spectrum [ A/ N AL S 5 iR » WG ASE 3G A1 - BhfdE R
BRAANEEGAVETIEE 8L Lin and Chang H1 Lu and Lico A S H[E T 24 -
JETZ KB i £ — 26 Coding Standards 1, 2 FH 3K iz B8 PN & By A 1Y 5 R REEY

( Content-based Audio Retrieval ) Ei Persistent Identification ( MPEG21) ZE[HRH -
Allamance % A ** £ Kastner % A ** {51 F & U SO 25 Ry AR 0 325 5REHEL » At
Iy A5 U A MPEGY FirH2 (Y Low-Level Description (LLD) ZRFHHIF &

HIRH L (HE SR ALRR 7 ) - Burges %5 A4t FiT 35 1Y Distortion Discrimination
Analysis (DDA ) ** Zfeffit & SR AV HEELEL 3 71 - & SR EUZ 7 Modulated Complex
Lapped Transform (MCLT) ZE4E » £ - DDA FIAREA Tl LAF -

50 M. K. Mihcak and R. Venkatesan, “New iterative geometric methods for robust perceptual image
hashing," Proceedings of the ACM Workshop on Security and Privacy in Digital Rights Management,
Philadelphia, PA, 2001.

51 J. Haitsma and T. Kalker, “A Highly Robust Audio Fingerprinting System,” Proceedings ISMIR, 00. 144-
148, 2002.

52 E. Allamanche et al., “Content-based Identification of Audio Material Using MPEG-7 Low Level
Description, " 2nd Annual Int. Symposium on Music Information Retrieval, Indiana, USA, 2001.

53 T. Kastner, E. Allamanche, J. Herre, O. Hellmuth, M. Cremer, and H. Grossmann, “MPEG-7 Scalable Robust
Audio Fingerprinting,” The 112th Audio Engineering Society Convention, Munchen, Germany, 2002.

54 C. ). C. Burges, J. C. Platt, and S. Jana, “Distortion Discriminant Analysis for Audio
Fingerprinting,” Technical Report MSR-TR-2001-116, Microsoft Research.
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AT E AT = — TR 2 BRI B LIS UK T DINE BT NS ) KIS
BRI - MPTREERTHE > BE B GRANE R B HAAMA
5t B EL AL TR B R R R R T DASRIENE ) - ISR BU AR
PR AR (R3S (0] ( Digital Forgery Detection ) SeffiailRHER T HIHE A M -
Atz BB R B RS ATRERT *° o JUH - FREHERLE S AR E YN - BRAE
SRR - BURENENENBEHEEE -

AR FEE BN N EEREIE A E B - flaEEEE
ERAHZE O. J. Simpson FIZEZEFAY—5RIGR - #E RGBT - ERFOER - I
TS ESRRRESE b IERRTHRANRE - 55— RKEGE - RGBSR
FES HEZEL R —RIRA (B 10) - #EsiRs e Bt 3R AE R A o
BAHEEE LR E — R R R EmEEREE - K T resRs iR o E
[ - EATHIEEISOREE (41 Kodak Bl Epson ) FEARTESURRE sl ABUir) % /KENTY
BE © HEZR - B /KENE i R R A A I (F LAY RS > (H YRR K
HEFERBREUREENE - EREAMEEERE DR ETASESE - MJehl
FESRZREES MH B 2 RS - 5200 AR B S L EUH B BR -

FERE > BAPTR AR R AE 2 AR A LR B A AT 5 DERYRF IR MR (Noise ) &
FRHAFARY THEEL, o TR SUE HEREE e AT IR 5 SR B N E Rl
TEHVEETE - MEILERFRIEIRHRE » AEHE KAV EUIL 5 S0 el B 7 B Bt A
7w BB EATE Z B SUMTALE - Frafifid (Forgery) 34 Y
ISR (Feature) =1 %

— ~ Out-camera © WIFEARFRIFE S T F51A] ©

-~ In-camera * AR ER {18 R AR FTIA T 2 i

55 P. Blythe and J. Fridrich, “Secure Digital Cameras,” Digital Forensic Research Workshop, 2004. ; M.
Kharrazi, H. T. Sencar, and N. Memon, “Blind Source Camera Identification,” Proc. ICIP, 2004.

56 A. Swaminathan, M. Wu, and K.-J. R. Liu, “Componem Forensics: Theory, Methodologies, and
Applications,” Special Issue on Digital Forensics, IEEE Signal Processing Magazine, March 2009.
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[l

* 1&pRE (Post-processing ) : FHETERINEFTHZ I (A& RH - M
GemmEEER T S e H) -

ML RS E IR AT

— ~ Acquisition Forensics : S4{ & RHE FHEAI AR - oM - SUIREG SRR AE 4 ~ 50
T Computer Graphics 4 ©

— ~ Device Identification Forensics : #5515 & AR > A FESAE ?
— ~ Tampering Forensics : [[LZ {57 H{& & S E RN ?

U ~ Stego Forensics * LG 2 S AR AT HE S ©

HAT  EfFE—SIEM B G AR 75 > B Ry =02t
BT ARG HEMETH (Header) S H T &N » 850 5 So k2 RAH AL
SRELE RGO (WRESRE) - 280 - B S ERGFEEERS
PR E SRR - S—AB AR  FIFFEEN TABEIIEE

( Defective Pixel ) %[l Hot Pixel B¢ Dead Pixel B - 281 » B 7/ A R b
T LE - —EEEEERR BRI PR A A G R - &IT
H LW ZEBH A A A 5 EUESS ([ Charge-coupled Device (CCD) i1 CMOS ]
FEEAZRY T Pattern Noise | ¢ » BRELEL AL AHEHEERIRE - (B In-camera Ff{E -
HEHEHY Pattern Noise 2 H—EERZEL - MERITA —BMEEDEE T THES
HEEHEEEERE—AI5% - (E42 A2 P TS HEHY Pattern Noise (B0 R H540)
AR - FFETTHE - —(ELEECER - FIRHBA G R B R R R &5
i Pattern Noise FEHU 2K » FEAI BT s I FUSERAY 734085 (Classifier ) {HUFH%
e CEMMUEEE R AEHER) -7

57 ). Lukas, J. Fridrich, and M. Goljan, “Determining Digital Image Origin Using Sensor Imperfections,” Proc.

SPIE Electronic Imaging, Image and Video Communication and Processing, 2005.
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55 — In-camera §f {8 /& Color Filter Array (CFA) - K& {7 H AR L B % Fy
Charge-coupled Device (CCD) & Complementary Metal Oxide Semiconductor
(CMOS) Y ELJE 5 (Sensor) B CFA EHfifE ¥ i - i F FHHY CFA 4 Jy
Bayer Array #l[E 17 ff7 » CFA (EF ={ER R & (R, G, B) » AK[E—(1E
FFER R, G, B =7t » FGHUEERIRAIDINfE AR E « it —2K » &= &ED
e ERIE B R B R AT G s o -

Ma di2 M3 914 5 Jie
92,1 b,, d23 b2,4 das b,e
I3, 93,2 33 93,4 I35 93,6
91 b,, 943 bA,A 945 b
fs, 95,2 fs3 95,4 Fs,5 95,6
e, b, 96,3 bea Ye,5 bes

17 fE T F 2~ Bayer Array
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TEIE > FeAFHF 7148 17> Adobe Photoshop L fit 2 i fir s 151 /K ENERES - &
& HH & B Digimarc /X &] (http://www.digimarc.com/ ) Fft ¢ [ t} 2K » Digimarc 1]
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